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Ericsson builds secure products and 
solutions, creating secure networks.

As the enabler of more than half of the world’s cellular connectivity, we are 
fully committed to building secure networks as the critical infrastructure for 
society. 

Security embedded, integrity delivered:
Ericsson’s high standards for security are embedded in our culture and capabilities, 

products and processes; making us the industry’s preferred partner.
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Ericsson drives security standards for the 
telecom industry

We drive our security forward proactively and in open collaboration 
with external stakeholders:

●Proactively contributing to regulatory and certification 
developments to help shape industry direction

●Getting input from external parties to identify/ address threats

●Engaging with customers and industry players 

●Driving standardization 

We work to create the most secure networks for our customers
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Increased regulatory 
demands on networks

”Network and information systems and services play a vital role in 
society. The existing capabilities are not sufficient to ensure a 
high level of security”

- EU Parliament

”The private sector, as owners and operators of the majority of
communications infrastructure, is the primary entity responsible 
for protecting sector infrastructure and assets”

- Homeland Security, US

” [5G] will empower a vast array of new and enhanced critical 
services, from autonomous vehicles and telemedicine, to 
automated manufacturing and advances to traditional critical 
infrastructure, such as smart grid electricity distribution. Given 5G’s 
scope, the stakes for safeguarding these vital networks could not 
be higher”

- Cybersecurity & Infrastructure Security Agency, US
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Key standardization, certifications and compliance  
addressed or contributed by Ericsson 

SA3 
Working 

Group

3GPP and SA3 Standardization

ISO/IEC 
Standardization

NESAS 
Assurance 

Scheme

Ericsson strongly and 
actively supports both 
3GPP and GSMA’s 
initiatives for 
standardization

Long-term 
commitment

Technology 
leadership

ISO/IEC 
27001:2013 

certified

Fully compliant 
with NESAS 

standards

IETF

ETSI

NIST

GSMA
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Motivations for attacks diversify as networks 
become embedded in critical functions

Money Information Service Disruption
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Certification: 
5G infrastructure vendor 
perspective
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Certification and Audits
during pandemic times

●GSMA NESAS aims to meet the needs of many national and international cybersecurity regulations, 
such as the EU cybersecurity certification framework for 5G

●The scheme has proven to work well even during current circumstances:

●Several vendors have performed successful audits of development and product lifecycle processes

●Robust processes have proven to be effective, ability to develop, deliver and support work well even 
when majority of staff work remote

●Product’s SCAS evaluations carried out

●All of these have been possible to arrange without a need for physical meetings, virtual workshops and 
sessions involving staff as well as auditors from multiple locations
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Key findings

●The 5G architecture enables many new use cases, and risks related to these require an approach that 
not only takes into consideration the equipment, but also the deployment and operations of the 
networks.

●GSMA NESAS provides security assurance for  the vendor development processes and the network 
functions provided by the infrastructure.

●Encourage security by design culture



www.Ericsson.com/en/security


